
This training session provides the essential knowledge, skills, and techniques required to effectively respond to a 
LockBit ransomware attack in your organization.



During the training, participants will learn about the workings of LockBit, how to detect and analyze it, and the correct 
actions to take in response. They will also gain hands-on experience in our state-of-the-art cyber training 
environments, CyberGround, CyberPod, and Virtual Cloud Arena. Your team will finish the training with invaluable 
insights into effective ransomware response, digital evidence collection, and cyber incident investigation.




LockBit Ransomware Response Training


SOC Analysts,  IR Team Members, IT Personnel, Cyber Security Personnel Managers, and C-
Level Executives

IT background, IR Principal Tactics training, Essentials Intrusion Detection 
- SOC Tactics

Acquisition of critical knowledge required to successfully manage a cyber crisis

Ability to react and perform the correct actions in case of a ransomware attack

Skills to analyze a compromised system and mitigate the threat

Proficiency in collecting digital evidence for a cyber incident investigation


Participants


Prerequisites



Training Outcomes


Duration


1 day


Equip your team with the knowledge 

and skills to tackle the most prolific ransomware, 
LockBit.

Training Outline
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