Give your security analysts the advanced skills they need
in reverse analysis, so they can get to the bottom of how
an attack occurs, and the effect it has on your systems.

Reverse Analysis - Advanced GPOwned -
Level 3

The next step in the training of your security analysts, CybergymIEC’s Reverse Analysis Level 3 will test your experts’
ability to draw the timeline of an attack and investigate how it affects your system.

Training is carried out through APTs of increasingly complexity, with an advanced fileless version of CybergymIEC’s
Chaos agent. As the training progresses, it becomes more challenging, pushing your security analysts the limits of
what they know, and what they have yet to learn.

Participants

e Tier2-3 Security Analysts

Prerequisites

e Completion of Reverse Analysis Levels 1 and 2

Training Outcomes

e Ability to analyze and investigate a hacked system

e Ability to create a full timeline for the attack

e Understanding of the process of research, analyzing and funding access points
e Ability to create better defense mechanisms for their organizations

Duration

e 24 hours (3 x8-hour days)
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